
Applying Quantification to NISTIR 8286

Connecting cybersecurity to Enterprise Risk Management

• Maximise Good Risks

• Communicate cyber risk in dollar value

• Demonstrate “Duty of Care”



Denny Wan

▪ Cyber risk practitioner - Principal Consultant, 

Security Express

▪ Certified auditor – PCI DSS, ISO 27001

▪ Researcher @ Macquarie University

▪ Chair – FAIR Institute Sydney Chapter

▪ Chair – Australian Cyber Insurance Think Tank



Agenda

▪ NISTIR 8286 Mission

▪ What are good risks?

▪ Risk appetite and tolerance

▪ ERM Principles

▪ Qualitative vs Quantitative Analysis

▪ Applying FAIR Methodology



NISTIR 8286 Mission

▪ 1. Ensures that cybersecurity risk is receiving appropriate attention 
within ERM

▪ 2. Improves their cybersecurity risk information as inputs to ERM

▪ 3. Enables enterprises to better identify, assess, and manage their 
cybersecurity risks

▪ 4. Focusing on the use of risk registers to set out cybersecurity risk

▪ 5. Explains the value of rolling up at lower system and organization 
levels to enterprise level



NISTIR 8286 Mission



NISTIR 8286 Mission

• Step 1: Setting mission and financial
guidance at the business/process level

• Step 2: Develop Profiles, Allocates
Budget, Nominates Tier Selection

• Step 3: Manage risk at system level
through risk registers

• Step 4: Translating Cybersecurity to
ERM



NISTIR 8286 Mission
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What are good risks?



Risk appetite and tolerance



Risk appetite and tolerance



ERM Principles



Qualitative vs Quantitative Analysis
From NISTIR 8286:

▪ Risk appetite may be communicated using qualitative, 
quantitative, and semi-qualitative methods (NIST SP 800-30 )

▪ Qualitative analysis is based on the assignment of a descriptor

▪ Quantitative analysis involves numerical values, which are 
assigned to both impact and likelihood

▪ Common ERM practices include both qualitative and 
quantitative types of risk analysis



Qualitative vs Quantitative Analysis

https://www.fairinstitute.org/blog/how-to-bridge-the-gap-qualitative-and-quantitative-risk-analysis



Qualitative vs Quantitative Analysis

Source: FAIR Taxonomy standard section 4.2.2 

Qualitative analysis as a stepping stone to Quantitative analysis:

https://publications.opengroup.org/c13k


Applying FAIR Methodology

Factor Analysis of 
Information Risk (FAIR) is the 
only international standard 
quantitative analysis model 
for information security and 

operational risk

▪ A Standard Taxonomy for 
Information and Operational Risk

▪ A Methodology for Quantifying 
and Managing Risk in Financial 
Terms in Any Organization

▪ A Complementary Analytics Model 
to existing Risk Frameworks, such 
as ISO 31000, COSO, NIST CSF

▪ A Standard of The Open Group





Communicating Cyber Risk in dollar value

“HOW MUCH RISK DO WE HAVE?” “WHAT ARE OUR TOP RISKS?”

“HAVE WE REDUCED RISK?”

A  B  C  D  E   F  G  H   I   J   K  M N O  P  Q

“HOW IS OUR RISK TRENDING VS. APPETITE?”

“WHAT IS THE COST/BENEFIT OF THIS PROJECT?”

IT Security
Investment

Current
Risk

Reduced
Risk

$80M

$9M
$2M

“WHAT TYPE OF LOSS CAN WE EXPECT?”

Financial 
Impact

$71M
RISK REDUCTION

VS.

$2M
INVESTMENT

(Source: RiskLens)



Applying FAIR to NIST CSF

https://www.nist.gov/cyberframework/success-stories/cimpress-fair

https://www.nist.gov/cyberframework/success-stories/cimpress-fair
https://www.nist.gov/cyberframework/success-stories/cimpress-fair
https://www.nist.gov/cyberframework/success-stories/cimpress-fair


Panel Session

▪ Quick intro to the chapters

▪ Resource available to members

▪ Collaboration opportunities between communities



Kerry McGoldrick

▪ Recognised leader in governance, risk and resilience

▪ Vice President of the RMIA NSW Chapter

▪ Partner - ShineWing Australia

▪ Member, Risk Management Committee (OB-007), 

Standards Australia



Kerry McGoldrick

▪ AISA Sydney Branch Executive

▪ AISA's 2019 Branch Chair of the Year award

▪ Founder & Executive Director of Dragonfly Technologies

▪ Co-founder of a healthcare startup, VAXXIN8

▪ knowledgeable and engaging speaker on cybersecurity 

and business 



Panellists

RMIA
FAIR

Institute
AISA



AISA & FAIR Institute 
Combined Sydney Chapter Meeting

▪ Tuesday 24th Nov 2020 12noon (AEST)

▪ Deep Dive in FAIR and NISTIR 8286

▪ Extended Panel Session on practical use cases


