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About me

Denny Wan

• Cyber risk practitioner - Principal Consultant, Security Express

• Researcher @ Macquarie University – Cyber Insurance Pricing 
Strategies

• Chair – FAIR Sydney Chapter

• Chair – Australian Cyber Insurance Think Tank

https://www.linkedin.com/in/wandenny/
https://www.linkedin.com/groups/13612982/
https://www.linkedin.com/groups/10392474/


Agenda

• Overview of CPS 234

• Anatomy of CPS 234

• CPG 234 vs CPS 234

• Materiality considerations

• Cyber risk is a business problem

• Open Group FAIR

• Resources

Core



Agenda

• Overview of CPS 234

• Anatomy of CPS 234

• CPG 234 vs CPS 234

• Materiality considerations

• Cyber risk is a business problem

• Open Group FAIR

• Resources

Core



Overview of CPS 234

• Released 7th Nov 2018
Core

https://www.apra.gov.au/sites/default/files/cps_234_july_2019_for_public_release.pdf

https://www.apra.gov.au/sites/default/files/cps_234_july_2019_for_public_release.pdf


Overview of CPS 234

• Released 7th Nov 2018
Core



Overview of CPS 234

Core

https://www.aisa.org.au/Public/Events/Event_Display.aspx?EventKey=880b141d-e998-4a0a-b05e-5ffc9456282b

https://www.aisa.org.au/Public/Events/Event_Display.aspx?EventKey=880b141d-e998-4a0a-b05e-5ffc9456282b
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Anatomy of CPS 234
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Anatomy of CPS 234

https://riskfrontiers.com/rf2018/wp-content/uploads/2019/01/Briefing-Note-385.pdf
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https://riskfrontiers.com/rf2018/wp-content/uploads/2019/01/Briefing-Note-385.pdf


CPS 234 is a board problem
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CPG 234 vs CPS 234
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Sections in CPG 234

1. IT security risk

2. An overarching framework

3. User awareness

4. Access Control

5. IT asset life-cycle management controls

6. Monitoring and incident management

7. IT security reporting and metrics

8. IT security assurance
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Materiality considerations

Core

39 submissions received for the draft CPS 234 
covering 5 main areas:

Two main concessions:

1. Extension of notification period

2. Delay 3rd party contracts compliance by 
12 months to July 2020



Materiality considerations

Core

Response to submissions on public consultation of draft CPS 234

https://www.apra.gov.au/sites/default/files/response_to_submissions_-_information_security_cross-industry_prudential_standard.pdf


Materiality considerations
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Cyber risk is a business problem

• It is not a matter of technology but business and investment priorities

• Clause 15 demands “.. security capability commensurate with the size and 
extent of threats to its information assets ..”

• Boards are required to demonstrate the cyber security investment is 
proportionate and sufficient to reflect the threat

• It is no longer sufficient to just approve the cyber security budgets

• Boards need to set cyber security strategies from a business perspective

• Boards are responsible for prioritisation of investment strategies

Core



ASX 100 Cyber Health Check Report 
(2016)

• Confirmed high level of board 
awareness of cyber risk

• Now is time to act

http://www.asx.com.au/documents/investor-relations/ASX-100-Cyber-Health-Check-Report.pdf

http://www.asx.com.au/documents/investor-relations/ASX-100-Cyber-Health-Check-Report.pdf
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Factor Analysis of 
Information Risk (FAIR)

• Prioritisation requires quantification of risk not effort

The FAIR Institute

https://www.fairinstitute.org/


History of FAIR





• Risk management is about dimensioning the probabilities of loss
• FAIR is a structured quantification approach expressed as distribution of 

probabilities

Core



FAIR is a taxonomy
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FAIR standards are FREE to download

https://www.opengroup.org/certifications/openfair

https://www.opengroup.org/certifications/openfair


The FAIR Book by Jack Jones

Free book for Executive and Charter members
https://www.fairinstitute.org/get-involved

Core

ALL membership are still FREE! Join now

https://www.fairinstitute.org/get-involved
https://www.fairinstitute.org/get-involved


Supported by open source tools

https://publications.opengroup.org/i181

Core

https://publications.opengroup.org/i181


https://www.fairinstitute.org/fair-u

1. Perform single FAIR-based risk 
analyses

2. Learn about the FAIR model and 
the different data inputs

3. Take advantage of embedded 
Monte Carlo simulations for your 
quantitative risk analysis

4. Communicate about risk in 
financial terms
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https://www.fairinstitute.org/fair-u


FAIR Sydney and Melbourne 
Chapters

https://www.fairinstitute.org/fair-institute-chapters
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https://www.fairinstitute.org/fair-institute-chapters


FAIR Sydney Chapter meeting:
Next Thursday 28th Feb 5:30pm @ PwC 
Barangaroo

https://www.eventbrite.com.au/e/fair-sydney-chapter-meeting-tickets-55012065569
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https://www.eventbrite.com.au/e/fair-sydney-chapter-meeting-tickets-55012065569


Questions
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